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Legislation and Regulation of the Internet of Things in Australia
Introduction
With the recent increase in usage of the Internet of Things (IoT) among Australians, there had been a simultaneous increase in the urgency to regulate the use of this technology. Fundamentally, IoT represents one of the ways through which humans can utilize technology to simplify their lives. More precisely, IoT involves appliances that are connected to other appliances and the internet and can therefore utilize information from various sources to perform certain functions. However, the use of IoT comes with various risks to the security of personal information, property and people too (Tschider, 2018). Consequently, strict government regulation is crucial to minimize these risks and negative outcomes that may be experienced by citizens who utilize IoT in their daily lives. Such regulation has been implemented by the Australian government through a set of guidelines for manufacturers and suppliers of IoT. The United Kingdom and the United States governments also provide their regulation guidelines to enhance the safety of IoT in their countries.
The Internet of Things
The Internet of Things (IoT) includes appliances that can be connected to the internet to access and process information and use the information to perform a function that is needed by human beings. IoT appliances have to be connected to the internet mainly to enable some of their multimedia functions and also allow for updates. Since they can be consistently updated, an individual is not required to purchase newer models of the appliances. This makes IoT appliances enticing to consumers because they are cost-effective. However, since IoT appliances collect a lot of data, they require significantly massive data storage spaces. IoT appliances can also be connected to create an automated system whereby one appliance can initiate another appliance to perform a function. Consequently, human presence is not needed to operate some IoT appliances. Moreover, the user can monitor IoT appliances anywhere at any time. Ultimately, the concept of IoT is appealing because it implies that humans can more conveniently perform some activities without less physical and mental exertion.
Currently, there are numerous applications of IoT in various fields. In commerce, the main utility of IoT appliances lies in their ability to obtain large amounts of relevant information from numerous sources across the internet and process the data to provide actionable plans that businesses can incorporate into their strategies to maintain a competitive advantage. Moreover, IoT allows businesses to obtain crucial information about their consumers and current consumer trends, which they can utilize to consistently meet their consumers’ needs. Home IoT appliances also allow the user to perform domestic functions more effectively. In industries, IoT appliances can be used to enhance the productivity of the numerous processes involved in manufacturing and distributing goods since they can be automated to perform certain functions. This allows human resources to be directed to functions that these appliances cannot carry out.  In the medical field, IoT appliances have also been used to improve the efficiency of diagnostic and treatment procedures since they can collect relevant medical information from the internet. IoT is currently applied in many other sectors, although additional research is being conducted to identify more areas where it can be applied.
Risks Associated with the Internet of Things
Since IoT appliances are essentially machinery, there is a risk of property getting destroyed or people being harmed if the machines malfunction. IoT appliances are operated through a series of instructions, and mistakes made in providing these instructions can be detrimental to the appliance and other property. For instance, an IoT appliance such as a burner can malfunction and set fire to a person’s house. Such damages to property can be costly to repair. Furthermore, malicious individuals can tamper with IoT appliances to change their configurations or interfere with the data stored in the appliances, thus causing property destruction. Apart from destroying property, individuals can also be physically harmed if IoT appliances malfunction. For businesses, malfunctions in IoT appliances may have detrimental outcomes such as loss of crucial information which may cause massive losses. As such, IoT appliances can be dangerous to human life and also cause costly destruction to property.
IoT appliances also present the risk of mishandling private information. Essentially, there are insufficient regulations regarding the amount of personal information that IoT appliances are allowed to collect. Most often, the information collected by IoT can be provided to parties such as marketers who can use it to customize their products to meet the consumers’ needs. However, in most instances, consumers do not provide informed consent for their data to be provided to these marketers or any other parties. Moreover, there is a huge risk of personal information being available to malicious persons who may use it to harm or blackmail an individual. Before purchasing IoT appliances, most consumers are not guaranteed that the appliance manufacturer has enough strategies to ensure that the personal data collected about the consumers will be protected from unauthorized individuals. Therefore, IoT manufacturers need to specify the type and amount of data that they will collect to ensure that the consumer is informed before they consent to allow the IoT appliances to collect information.
Another risk associated with IoT is the absence of sufficient infrastructure and resources to sustain the long-term use of IoT appliances by many individuals. If many individuals purchase IoT appliances, the infrastructure needed to support millions of devices connected to the internet will be massive. Such infrastructure will require consistent maintenance and repairs, which implies that additional human resources will be required to ensure that all IoT appliances can function optimally while connected to the internet. Moreover, customer support services will be required in large supply to provide adequate support and customer education. From the consumer’s perspective, it may be costly to establish and maintain the infrastructure needed to maintain IoT appliances, such as constant internet connection and electricity, among other requirements. Consequently, there is a risk of IoT infrastructure being insufficient to support the simultaneous use of IoT appliances by many people.
Australian Regulation of the Internet of Things
To regulate IoT, the Australian government has established The Code of Practice: Securing the Internet of Things for Consumers (Code of Practice), which is a set of guidelines that aims to improve the safety of IoT gadgets in the country. The Code of Practice provides certain criteria to be met to guarantee the safety of IoT appliances and presents suggestions for raising awareness regarding IoT safety, promoting public trust in IoT technologies, and enhancing the positive outcomes of IoT in the lives of Australians (Government of Australia, 2020). The guidelines provided in the Code of Practice are subject to reviews and upgrades to match the dynamic nature of the technology sector. Through this Code, the Australian government regulates the production and use of IoT appliances across the country to prevent harmful outcomes due to the risks associated with IoT (Government of Australia, 2020). IoT manufacturers in Australia, therefore, have to abide by the guidelines provided by the Code of Practice to be considered legal.
The Australian government emphasizes three main recommendations out of the thirteen outlined in the Code of Practice. Firstly, the Code recommends that IoT appliance passwords must be unrepeated and impossible to guess (Government of Australia, 2020). This prevents the possibility of numerous appliances sharing passwords or having simplistic passwords, thus allowing easy access by unauthorized individuals. Secondly, IoT appliance manufacturers are required to provide public platforms through which complaints and issues can be submitted (Government of Australia, 2020). Moreover, the manufacturers are required to promptly address these issues. Lastly, IoT appliances should have software that can be consistently updated over a secure connection (Government of Australia, 2020). These updates should not only be automatic but also easy to implement (Government of Australia, 2020). The manufacturer is also tasked with informing the user about the frequency and content of the updates and if they will cause any significant changes in the appliances (Government of Australia, 2020). If the appliance can no longer be updated, the manufacturer should inform the user that the appliance is no longer viable.
Aside from the three main recommendations of the Code of Practice, the remaining ten also provide various practical solutions for enhancing the safety of IoT appliances in Australia. For instance, the Code recommends that the user’s credentials should be protected and not stored in the software of the appliances to prevent them from being accessed (Government of Australia, 2020). Furthermore, IoT appliances are only allowed to collect personal information if they must be provided for the appliance to function. Also, the appliance developers should limit the loopholes through which malicious individuals can access data stored in the appliances (Government of Australia, 2020). Personal data, for instance, has to be encrypted to prevent access. Moreover, the appliance developers must ensure that the software installed in the appliances is reliable and can promptly inform the user if there are any malfunctions or breaches(Government of Australia, 2020). The appliances should also not experience significant malfunctions in power or the internet connection is temporarily unavailable. They should also be user-friendly to simplify their maintenance and installation by the average person (Government of Australia, 2020). Additionally, they should allow the user to easily erase private information (Government of Australia, 2020).
Regulation of the Internet of Things in the United Kingdom in Comparison to Australia
In the United Kingdom, the Department for Digital, Culture, Media, and Sport (DCMS) works alongside the IoT Security Foundation to provide strict regulations for enhancing IoT safety in the country. The security guidelines emphasized by the UK government are essentially similar to the three main guidelines in the Australian Code of Practice. More precisely, the guidelines specify that all IoT appliances should have unique passwords that are impossible to guess (IoTSF, 2021). Similarly, IoT appliance manufacturers are required to provide public platforms to address issues raised by users and researchers (IoTSF, 2021). Moreover, the manufacturers are required to inform the user about the important aspects of the software updates and ensure that the updates are implemented using secure networks. As such, the UK government’s IoT regulation strategies, just like the Australian IoT Code of Practice, mainly affect manufacturers and suppliers of IoT appliances in the country (Tanczer et al., 2019). Therefore, manufacturers of IoT appliances have to abide by the regulatory guidelines to be allowed to avail their products to UK citizens. However, the current UK regulations regarding the use of IoT mainly focus on appliances that have a cellular connection, such as smartphones (IoTSF, 2021). The future goal, nonetheless, is to apply these regulations to every IoT appliance that can be manufactured.
Regulation of the Internet of Things in the United States in comparison to Australia
In the United States, however, the regulation of IoT is primarily based on the IoT Cyber security Improvement Act of 2020. This legislation tasks the National Institute of Standards and Technology (NIST) with the responsibility of setting the standards that the government should meet when acquiring IoT appliances (Siegel, 2020). Unlike the Australian Code of Practice, American legislation primarily focuses on the government’s use of IoT. Nonetheless, like the Australian Code of Practice, the legislation specifies that the NIST should review these standards after every few years to ensure that these standards remain relevant since technology is dynamic. By default, therefore, the government is expected to purchase IoT appliances that can be updated automatically (Siegel, 2020). The legislation shares some recommendations with the Australian Code of Practice. For instance, it recommends the manufacture of IoT appliances that contain update schedules and allow the user to alter important configurations that prevent access by unauthorized individuals. Furthermore, the legislation requires that the appliances owners are sufficiently educated on the important aspects of the appliance to ensure informed consent is given before the appliances are allowed to collect information about the user (Siegel, 2020).
Conclusion
Consequently, the Internet of Things involves appliances that can collect information from various sources and perform certain critical functions without human involvement. IoT is especially enticing due to the increased convenience and efficiency that they provide human beings. However, they present significant risks of mishandling private information, harm to property and human beings, and a lack of sufficient infrastructure. To minimize these risks, governments have established certain regulations to guide the use of IoT in their countries. The Australian Code of Practice, for instance, guides the use of IoT in Australia. The IoT regulations provided by the United States and the United Kingdom share most of the recommendations provided by the Australian Code of Practice. However, the United States regulations mainly focus on the government’s use of IoT, and the UK regulations mainly affect some IoT appliances.
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